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3AABJIEHUE
Ob OTKA3E OT OTBETCTBEHHOCTU

Juniper MoXkeT pacKpbiBaTb MHGOPMALIUIO, CBA3aHHYIO C pa3paboTKOM U M1aHaMM & |
BbIMyCKa OyAyLIMX NPOAYKTOB, OGYHKUMIA UMM yAydlleHUn (3asBieHMe o
HanpaBaeHUn pa3BuTUA npoaykTa, «30OHPI»). MHdopmauma 3OHPIT MoxkeT 6bITb

n3MeHeHa B Ntoboe BpEMA oes3 YBEAOMJIEHUAL. 3a UCKHOYEHMEM C/1ydaeB, Koraa
3TO MOXXEeT ObITb YKa3aHO B OKOHYATEJIbHbIX cCorJjialeHnAaAx o I'IOTeHLI,l/Ia}'IbHOlz

caesike, Juniper He AaeT HUKAKUX rapaHTUIM U HE HECET HUKAKOM OTBETCTBEHHOCTU \
3a TO, YTO byayLine NpoayKTbl, GYHKLUUU UM YAYyYLLEHUA BYAYT nNpeacTaB/IeHbI. e\
33 UCKJ/IIOYEHUEM CJIy4aeB, KOrga 3TO MOXET 6bIiTb YKa3aHO B OKOHYaTesIbHbIX

X

cornaweHmax o noTeHumanbHon caenke, KomMnaHma He [0/1)KHA OCHOBbLIBATb
pelleHnss O MOKYMKe Ha OCHOBaHUWM NEPUOAOB BPEMEHU WU APYIrUX OaHHbIX,
n3noxkeHHbix B 3OHPI1, nockonbky Juniper MoXeT 3ageprkaTb WM HUKOrga He
npeacTaBuUTb OyaAyLMX MPOAYKTOB, GYHKLMMN NN YAYHLLEHUN.

© 2019 Juniper Networks Juniper



[TPOI PAMMA

O630p Contrail SD-WAN

PyHKumoHanbHocTb SD-LAN

YcTtpomnctea CPE

JInueHsmnpoBaHune

C yero HayaTb?




OT SD-WAN K SD-ENTERPRISE

5

SD-Enterprise* (@ @
Corporate HQ
SD-Branch @
uﬁ'ﬂﬂ @

(]
Enterprise Branch

SD-WAN/Hybrid-WAN @ @
—

(]
Enterprise Branch - ‘—M
bl E
Secure Router @ —

}

¢
al e R (0
Enterprise Branch YEsa \VNFs P\rE I\\LTE T
1-FI
m m HH e
NFX Series Universal CPE SRX Series CPE S

EX Series

*B nnaHax
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APXUTEKTYPA SD-WAN+LAN

O6.nauHbIN UK SD-WAN / LAN / MHTerpuposaHHas ZTP v wabnoHsbl KoHdurypuposavue MoHu1TOpKHT U

NepCcoHasIbHbIN WLAN 6e30MnacHOCTb SD-WAN / LAN / OTYETHOCTb

: SD-WAN / LAN /

XOCTUHI MHTEerpauus NGFW S Security

AR A A

L | @ﬁ OLr-

I L1}
) . LLlupokmii Ha

Juniper §aaS, MSP, Unified SD-WAN / LAN, NGFW, UTM, Unified YckopeHue LleHTpannsoBaHHble M:g::;;e:.ro(;p

Enterprises, RBAC VNF ynpasneHue Policy pasBepTbIBaHUS Y3/10B KOHUrypaumm nosmTuK aHa/M3a

\\_/‘ SD-WAN/LAN Busyanmsaumsa npuaoXKeHUn n aHaanTUKa

Security Policy Management

CSO Cloud Service

MPLS / Internet / LTE

{@ Contrail Service Orchestration (CSO)

WLAN / LAN / NGFW/ Secure SD-WAN / Universal CPEs

1

Branch

Physical / Virtual SD-WAN Hubs and Gateways
MX & SRX Series / vSRX

NAC
Policy
Server

© 2019 Juniper Networks Juniper
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MOOEJIN PASBEPTBIBAHWA CSO

On-Premise (CSO 4.1 -> CSO 5.1)

CUSTOMERPOP/DC

Onuum pasMeLLeHnsa U YNpaBsIeHNUS KOHTPOJIJIEPOM

MpepnpusaTtue (self-hosting)
OnepaTop cBA3MU
NuTerpatop / napTHep

Cloud Delivered (CSO 5.0)

Managed by Juniper

© 2019 Juniper Networks
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OCHOBHbIE ATPUBYTbl APXUTEKTYPbI CSO

Microservices Auto-scaling Open APIs Multi Tenant

» Jln3ammH Ha oCcHOBe * Mlepapxmnieckmun am3amH  REST API pnsa ctopoHHUx  * MHoroypoBHeBas CTPYKTYpa
KOHTENHEepOoB CepBUCOB cuctem OSS/BSS « OT/IMYHO MPUMEHUM LIS

* He3zaBucnmoe * Pacnpeanenenme no * [ MOKMW HOXKHbIN npeaocTaB/EHUS YCAYr
pa3BepTbIBaHME HECKOJIbKUM permoHam nHtepdenc API, Bkarovas onepaTopamMu CBS3U AN

« ABTOMaTU4YECKOoe MCMOJ1Ib30BaHue npeanpuaTUn
MaclUTabupoBaHuMe Ha Netconf/YANG * PaznnyHbie TUNbI
YPOBHE CEPBUCOB pa3BepTbIBaHUS

© 2019 Juniper Networks Juniper
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BAPUAAHTbI NMPUMEHEHWA CSO SD-WAN/LAN

Contrail SD-WAN/SD-LAN
Controller/Orchestrator

Add On-Premise Spoke Site for SenTenant &
-

Site Information

Sna vamat 7

Se Growp 0

Standalone NGFW

\
— T
_ EX2300/3400/4300  sRX3XX/550M/1500/4X00

0 o Ty MistAP61/43/41/21 Internet

> Address and Contact Infarmation
-

v
=] Mist AP61/43/41/21 / \
SD-WAN CPE /|

Site Capabilities

> Advanced Configuration

@3 u Hybrid WAN tunnel
)

S JI fnare: temas sires srniee o,

g ), EX2300/3400/4300

/SRX1500/4X00/VSRX EX
.:‘ SRX3XX/550M/4X00/vS q MX240/480/960"
o) NFX150/250 \\_/
Servers /

MPLS 1 Applications

= Mist AP61/43/41/21 3rd party CPE/FW HQ / Campus / POP
Standalone Switch

| ] =)

PACMPEOEJIEHBIE OPUCHI

© 2019 Juniper Networks
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ONHAMUNYECKASA CBA3HOCTb MEXKY CAUTAMMU

Mopaep>kuBaemMble GYHKLUM

* YnpaB/isseMble KOHTPOJIJIEPOM TYHHENN A1
mesh-CBA3HOCTM MeXKay canTaMu

e [MTonb3oBaTesib Ha3HaYaeT mesh-Tern Ha
WAN KaHanax

¢ CBA3HOCTb C UCMOJIb30BaHME PaA3/IUYHbIX
TuUnoB KaHanos (underlay)

« MOXHO NMEPEK/IIOH4ATb Ha NMNOJIHYHO UJIN
HYaCTUYHYHO CBA3HOCTb

* YnpaBaeHue pecypcamm
* MOHUTOPUHI K BM3yanunsaums

[MpenmyLlecTsa:
e CBSI3HOCTb Ha OCHOBE MECTOMMOJIOXKEHUS
* TyHHeNIM Ha OCHOBE EMKOCTU KaHa/10B

* OnTnMmMsaumsa noTpebsieHnss pecypcoB
KaHa/10B CBSA3U N YCTPOMCTB

tag

KPI: nepnoamnyHOCTb 3aKpbITUS CECCUM

Enterprise HUB

Tags: Gold, Silver, Bronze

© 2019 Juniper Networks
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TMBKUN TPAHCMNOPT SD-WAN

[MopneprkmBaembie GyHKLIUN

» IlMHaMmMyecKkas CBA3HOCTb
* YacTmnyHag cBA3HOCTb
» CBa3HoCTb Mexkay E-Hub

* Pa3/inyHbIM TUN TpaHcnopTa A
NOJIHOW CBA3HOCTU MEXAYy CanTamMu

* TermpoBaHme KaHa/10B

e /TP Ha KaHanax He601bLLOW
éMKocTU (pekoMeHayeTcsa 2 MéuT/c)

* Hwuskas 3arpyska ans OAM

[MpenmyLecTBa:
* He3aBMCMMOCTb OT TUMa KaHa/10B

* YBesMyeHne MacLuTabupyemMocTu
6.1arofapsa YacTUYHOWM CBA3HOCTU
(partial mesh)

* MakcumanbHas 3dPEKTUBHOCTD
kaxxagoro n3 WAN kaHanoB

Cloud HUB

Gateway Gateway

LTE Broadband ADSL/VDSL MPLS  MPLS, Broadband, LTE

© 2019 Juniper Networks
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PA3JIMYHbIE TUTTbI SD-WAN HUB

* Provider Hub - o6wmmn xab ana ceTb onepaTopa CBsA3U
* Enterprise Hub - xab ueHTpanbHOro canmta npeanpusaTUs mu

* Provider Hub npepHa3sHaueH gns

COBMECTHOI'oO UCrnoJib3oBaHm4
e Wnto3B a4p0 MPLS Serwclt_ellljrBowder
* Enterprise Hub pna HQ/Odwuca

» CTaTun4yeckas no/IHOCBA3HAs TOMOJI0rus
MeXay xabamu Ha ocHoBe underlay

* LAN mapuwpyTtusaumns OSPF/BGP

OSPF/BGP \‘\/)
. \ -Depts ﬁ
* Route leak gns DC npuno>xkeHui e Enterprise 7 ~

Application
° anaBneHme XNU3HEHHbLIM UUNKJIOM Hub Hub routes

» Knactep SRX 4100/4200

* [lopaep>XKa HECKOIbKUX
SP/Enterprise Hub

[MTpenmyLlecTsa: \J

* OTKa30yCTOMYMBOCTb
* MacwTabupoBaHume

CsO '
sy

© 2019 Juniper Networks JunipPer
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CTPYKTYPA YTINPABJIEHNA (OAM)

®yHKUNOHa/IbHble 0COBEHHOCTU

nns SD-WAN (poctaToyHO XOTs 6bl Orchestration and Controller
0[HOro)

OAM Hub - obecneuymBaeT CBA3HOCTb
KoHTposinepa CSO c ocTtanbHbIMMU
anemeHTamun Hub/Spoke cetu OAM Overlay Tunnel

IPSec
PasnnyHbie Tononormmn OAM

OAM Hub - o6sa3aTenbHbIN 3/1EMEHT [ Contrail SD-WAN ]

IBaLu,MU.l,eHHbM KaHa/ ynpasJieHus

o

-~
-
-~
-~
-~
S~
-~

NEX250 . Daia overlay Turnnei
NFX150 [l : MPLS/GRE/IPSec
: ~.

VSRX N\ ;
Hybrid-WA Unacrlay Network/'Breakout
SD-WAN IP/MPLS/Broadband/LTE
Dual CPE HA
AppQoE/APBR

Service chaining
Internet

OAM

Control
Plane

<—> Full Overlay Network
<+—» MPLS Transit
<«4==-p» BGP and Routing

<+-=--» OAM Network

DC/Cloud

Dual Homed
SRX

© 2019 Juniper Networks
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Contrail SD-WAN

” CSOE&mMER | OpenAcme = & cspadmin v ?
n C)IDIIDIe pH(M Ba eT ) Configuration / SD-WAN / SD-WAN Policy

6 Oﬂ ee 42 OO E S D'WAN POI | CY ‘:7' Last update 51 mins ago by admin Total Intents 2 Undeployed 2
NPUNOXKEHUN, o

SOURCE APPLICATION PROFILE OPTIONS N End Points 1 selected Vi |

BKJ1HO4aA
& Intent-3
~ |—| Applications [APPS] 1 selected
cne |_|I n q) NYyHbIE .ﬂlﬂﬂ Sales Phoenix MS-TEAMS Collaboration bescription GOOGLE-WEBLIGHT Q

SKYPE

GOOGLEBOT
pYH €Ta MICROSOFT-LYNC
+ WEBEX + GOOGLETALK
GOOSE
CurHaTypbl N e N
GOPLAN
peryj'lﬂ pHO Phaenix SSH 5 Video ntent-1 GOSSIPLANKANEWS
O 6 H O BJ-I ;I I'OTCH Raleigh SALESFORCE Ibo-internet nrent-2 GOTOASSIST
2items GOTODEVICE
O6HoBNEHME

GOUGOU

CUrHaTYyp Yyepes
CSO

GOZAMBIAICBS

GPASS

root@49B@3A722C7A. Phoenix.OpenAcne> show services application-identification application summary | match "MS-TEAMS|LYNCI|WEBEX|SKYPE|Applications"
Applications Disabled ID
jums :MS5-TEAMS 3374 RACENOTE-GCSP-LOOKUP
junos : WEBEX 890
junos : LYNC 1454
junos : SKYPE 183

junos :MICROSOFT-LYNC 1564
junos : WEBEX-WEBQFFICE 1473

Juniper
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NMNOAO0EP>XKA COBCTBEHHbBIX CUITHATYP - CSO 5.0.3

Conﬁguration / Shared Ohierte / Annliratinn Sionaturac aru' v ‘ & @ c ?

Applicatio

Signature List

|:| Name
] 01NET
.

Create Application Signature @

Name* @ ‘ | |

Maximum of 63 characters

Description Signature description
Order @ :
Priority @ Select an option WV

v Select one or more Application Identification match criteria

ICMP Mapping
IP Protocol Mapping
Address Mapping

H NI

L7 Signature
N

© 2019 Juniper Networks

Cancel u‘



MBKWE OINMUnMn APPLICATION BREAKOUT

LLInpokne BO3MOXKHOCTU MO NepeHanpaB/iIeHUIO BbIXO4a
TpaduKa NPUIOXKEHUIN Ha pa3HbIX TOYKAX CETU
* Pe3sepBupoBaHMe N OTKA30yCTOMYMUBOCTb

408

3. Hub Breakout

OcobeHHOCTH

* VIHTYMTUBHO NOHSATHbIE NOJIMTUKU HA
OCHOBE HaMepeHnM

* |nternet
 |PVPN

Service

P Frovideriie 2. Central Internet Breakout
* JlokanbHbi breakout Ha canTe AN, Path A « Application
l/ 1 \\\\
* [MoNNTUKM NTOKaNbHOIO BbIXOAa B A TN N « Department
1 \ N
J/ NN * Internet

MHTEPHET Ha YPOBHE AenapTaMeHTOB y |
* [lepeHanpaBsieHMne OTAE/IbHbIX ; Enterprise  J; 1

NPUIOXKEHNIN Yepe3 STOKAIbHbIN /! \ N R ocal Breakout |

breakout 1 Local Breakout Path B/,/ Path B Zscaler Breakout «u
* Zscaler Internet Breakout * Application “"'\;/‘/

* LleHTpann3soBaHHbIM breakout Ha Hub

[MpenmyllecTsa:

* [ paHynsapHbIN KOHTPOIb TpadmKa
* KOHTpOAb AN KaXKaoro camta

» PesepBupoBaHue breakout

Department J
Internet
Zscaler

Internet Breakout
ZBO

Path A

Local Breakout
Zscaler Breakout

N SZUT 7 JUMPETTNETWOTKS

Juniper
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APPQOE: YMPABJIEHME TPAOUKOM MPUTOXKEHNI

REALTIME FORWARDING MODE

Branch Site (Spoke)

Mission Critical Application Data
(Reliable, Secure)

o

Contrail Service
Orchestration

Internet

Headquarters (Gateway)

T
Non-Mission Critical Application Data
(Best-effort, lNorrsecure)

Redirect

Server

Tunne| s

Hub

AppQoE
Symmetric

Path for
Reverse Flow

VREF - Default

4 .
[]
1 ) &Qg\
1 E= \%“
o 5
) ) I a %,
Active/Passive > ER
probesto ' 123 T
measure SLA | 3 _\00""
! w &7
' & Q7
1 (CJ
'l %"
Spoke v P

AppQoE

Link Selection
per flow, based
on its SLA

VREF - Default
VRF - inet.0 Table:

0.0.0.0/24 via path 1
via path 2
via path 3

CSO/vRR
Reflects BGP Routes
with ECMP Next Hop

Tunnel =

© 2019 Juniper Networks
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MHTEP®ENC YNPABJIEHUA NOJINTUKAMU SD-WAN

NHTYWTUBHO NOHATHBLIN MHTEPdENC HA OCHOBE HaMepPEeHUN
% CSO

@& Acme v = 2, cspadmin v ?

Configuration / SD-WAN / SD-WAN Policy

SD-WAN Policy @

3
S
)

@ Acme v ch A2 cspadmin ?

% PPl Configuration | SD-WAN / SD-WAN Palicy
E S D 'WA N POl |Cy @ Last update approximately 4 days ago by admin Total Intents 3 Undeployed O
=
SOURCE APPLICATION b
* =
DEPT APPS S APPLICATION AT OPTIONS
1EI Sales LYNC X
MGCP L) VolP-policy
— [ MGCP
sIP )
: SD-WAN Policy for VoIP
Create SLA Profile @ sIP .
SKYPE =
@ o <+  Select Source <+  Select SLA Profile
General Configuration
+ Select Destination @
Office
Configuration
Applications [APPS] Cancel
at rence (3 MPLS v
Fetn Preerence ¢ (APPS| WHATSAP.. 12 ADOBE-ONLINE-OFFICE
Class of Service @ Voica v e
m (DEPT SLA | Socia- Social-policy
[APPS| WINDOWS-... (41 [DEPT)IT FENGOFFICE (LA | SocialSLA
P . — (oeFT) T GOOGLE-DOCS-DRAWING S Cloud-SLA
rics Targ _— DEPT SLA - Cloud-policy
E (APPS | WEBEX 2 — GOOGLE-DOCS-FORM —
| SITE | Small-spoke-sites. v —— SLA | Critical-SLA Collab-policy
Copy Target Metrics From | Nona GOOGLE-DOCS-SPREADSHEET
— — ket Lo . e SLA N po (b UMb C GOOGLE-DOCS-WORD-DOCUMENT
M 2 m : % B GROOVE
o : " " nHamBuayanbHbIMU
LIVE-MEETING
“ Advanced Configuration MeTpM Ka MU 1 LYNG
rimm Upstromm @ 5 |itws OrpaHNYeHnsMM
et h . / lici MS-COMMUNICATOR
i o shaping / policing
Maximum Upstream (@ < |Bytes MS-ONENOTE
Burst Size
Maximum @ < Kbps

View more results

© 2019 Juniper Networks Juniper
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APPQOE BU3YAJIN3AUUA

KungFuPanda v ety = & cspadmin v 52
Monitor / Application SLA Performance
Overview
Alorts 8 Alarris DragonWarrior / FTP-DATA SLA Performance @
Link Switch Events Fri Mar 23 2018 4:03 PM ~ Fri Mar 30 2018 4:03 PM Period FTP v FTP-SLA v Previous 1 week v
o MoHuTOpuHr SLA

Device Events FTP SLA Performance @

100

Application Visi... M HIDIM BM.ﬂlyaﬂ bHO Iulﬂﬂ
Threats Map (Live) 28 Mar il o S o o o Ka )'K,Dlo ron p NIO0XXeHWNA

Fri Mar 23 2018 16:04:53 GMT+0530 (IST) - Fri Mar 30 2018 16:04:53 GMT+0530 (IST)

Score.

Jobs
FTP Overview Application SLA Performance No. of Sessions Over Time
Infrastructure - File-Servers 4
This signature detects the File Transfer Protocol (FTP), which provides facilities for
transferring files to and from remote computer systems. It usually runs on TCP port 21 T
S
Sessions 3 ' g
1. SLA Targets .§
SLA S ' g 2
it S
Profile FTP-SLA “
1
Traffic
Packet Loss
Profile INTERNET 0
05:30:00.000
Fri Mar 23 2018 16:04:53 GMT+0530 (IST) - Fri Mar 30 2018 16:04:53 GMT+0530 (IST] 2018 16:04.:53 GMT+0530 (IST) - Fri Mar 30 2018 16:04:53 GMT+0530 (IST)
Application SLA Performance
Packet Loss RTT Jitter
5 - Max 6 % 250 BRECRR N SRE; e ERST Max 1 ms 250 i i AL 5% e ST Max 1 ms
® Min 6 % g Min 1 ms g Min 1 ms
Avg 6 % Avg 1 ms Avg 1 ms
0 0 0
26. Mar 26. Mar 26. Mar

Juniper

© 2019 Juniper Networks NETWORKS






CETEBAA CETMEHTAUUNA N OENAPTAMEHTDI

W3onaumnsa tpadmka genapTaMeHTOB C MOMOLLIbIO
ceTeBol cermeHTaumm (Ha ocHoBe VRF / L3 VPN)
 INunHamunyeckasa mapuwpytusayms OSPF/BGP B LAN
Ha Enterprise Hub (Option A) P-Hub
« ABTOMaTUYECKUU NKUHI MapwpyToB LO ans
[0CTyna K LeHTPa/IM30BaHHbIM MNPUIOXKEHUS

®DyHKUNOHa/IbHblE 0COBEHHOCTU

 bonee 25 cerMeHTOB Ha canT

° OT,EI,e}'IbeIe NMOJINTUKUN KOHTPOJIA
A1 Ka>XO0ro cerMeHTa

* BbligeneHHbin Tun cermenTa - LUO/1,
Ha Hub

g
-
-
-
_—
-
-
-
-
-
-
=

> / OSPF/BGP
),

\/—)

Branch HQ

© 2019 Juniper Networks JUHLBVQI






MHTEP®ENC YNPABNEHUA NOJIMTUKAMU FIREWALL/NGFW

ADMINISTRATION PORTAL

Configuration / Firewall Policy / Policy

Firewall Policy

SOURCE DESTINATION

DEPARTMENT

DEPARTMENT

OrangeFinance OrangeRandD

4  Select Source 4  Select Destination

| LAGR | OrangeFinance

[ADDR| Omgaddress1

User Application Firewall
« UTM: aHTMBUpPYC, aHTUCNAM, BED-
dunnbTpaums, KOHTEHTHasa duabTpaums

Last update 7 minutes ago by orange_admin

SOURCE

Total Rules 2

Addresses [ADDR]
server-lab

servers
servers-critical-resources
Mumbai-resources
server-finance-idr
SITES [SITE]

airtelBLR

Mumb“

Delhi

SITE GROUPS [STGP]

Mumbai_SG
1 DEPARTMENT [DEPT] e Market_block
Engineering
Marketi
aretne | STGP | Mumbai_SG SITE | Mumbai
HR ==
2 Server_Lab_Deny
View More Results e
| STGP | Mumbai_SG | STGP | Mumbai_SG ADDR | HR-Server
3 e test
0 of 3 Selected

DESTINATION

+ Select Destination

| APPS | LINKEDIN

& airtel_admin

OPTIONS
Scheduling C.
Loggies a»

Rule name

Description

oo

© 2019 Juniper Networks
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MULTI-TENANCY & MULTI-DEPARTMENTS

Level 2 — Tenant Tenant B Tenant D

Level 3 — Department

i.e. Corp Intranet /
Guest Wifi

Site 1/ CPE 1 Site 2/ CPE 2 Site 3/ CPE 3

| I l | |

LAN1 LAN2 LANS3 LAN N LAN1 LAN 2 LAN 12 LAN N LAN1 LAN2 LAN3 LAN N

*[OCTYMNHO TOJIbKO A/18 ON-prem pa3BepTbiBaHUS

© 2019 Juniper Networks Juniper
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SD-WAN SERVICE CHAINING

* [logpep>kka cepBucHbIX Leno4vek yepes ctopoHHue VNF Ha cante SD-WAN

@®yHKUWOHa/IbHble 0COBEHHOCTU \

SD-WAN CPE Service Chaining
Service Chaining Ha NFX150/250
Pexxum Layer 2 VNF

Hybrid-WAN CPE Service Chaining

L2 L3
GWR

WAN
Interface

3d party
AWS
SD-WAN Spoke

\ Contrail Service Orchestration
Orchestration & Controller

.
Mopaep>kka VNF S CPE & Service Management

« Juniper Networks vSRX . OAM
» LxClIPtable (a free VNF based on e B B Vi
Linux IP tables) NFX250 a

» Cisco Cloud Services Router 1000V NFX150
Series (CSR-1000V)

 Riverbed SteelHead ' '
° Fortinet N sz5o 8 = = PE Router

e ) e K POP/SP Network
Single-legged Ubuntu NFX150 Hyrbid-WAN Branc

© 2019 Juniper Networks






Yctpounctea CPE
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YCTPOWCTBA PELLEHA CONTRAIL SD-WAN

F'MbKocTb N MaciTabupyemMocTb

CSO/NSC aBtomaTtuzaums, SD WAN & bezonacHocTb

OTkpbiTble VNF nnatdopmbi

NFX250 S2
NFX250 S1

B e

CPE pns He6onbwnx opucos CPE ans 6onbLumnx ocbucoaf He6onbLwoit cepsep CpepHni ceplseleI : CropoHHune CPE
o . : . . pon3BoAUTEJIbHOCTDb .
Custom PFE Custom PFE ATOM 4C/8C Xeon D 6C4/CPent|um D Whitebox CPE / Server
0.1-1.0 Gbps router 2.5 Gbps router -4 VVNFs )8 UNE 4 Gbps router
Crypto acceleration Crypto acceleration . S
Crypto acceleration AES-NI acceleration (2vCPUs),
Integrated Appliance/ No Integrated Appliance/ No . )
virtualization virtualization Expansion slot / LTE 1GE/10GE up to 20Gbps Router
VDSL, LTE server Server + HW PFE (10vCPUs)

© 2019 Juniper Networks
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SD-LAN

JUNREr |



NMHTEPUPOBAHHOE YINPABJIEHUE LAN

OcobeHHOCTH peLueHus

CoBMeCcTUMOCTb:

* [loppep>xkka kommyTaTopoB EX2300/EX3400/EX4300

* AkTtuBaumsa ZTP ana EX

« KoHdurypauus / obcny>kmpaHme / nonck HemcnpasHocTen ans EX

e Onuuu passepTtbiBaHua LAN ceTun
. LAN c komnoHeHTammn SD-WAN un 6e30nacHOCTbIO
CraHpgapTHoe ynpasneHue LAN

* MoHuTOopUHr coctossHmna EX yctponcts

* MoHuTtopuHr WiFi Touke poctyna Mist

[MpenmywiecTBa:

* bbicTpoe pa3BepTbiBaHUE

* Hanunume onuumn ynpaesaeHuns n3 obsaka

* [lpocToe n 6bICTpOE pa3BepTbiIBaHME CEPBUCOB
* [unbkume onuum ans LAN

» [locTosiHHaAs 3BOOLMS peLLUEHUS

* OTtkpbiTble API - HeT vendor lock in

Contrail Service
Orchestration

i'qtemet/l-?ﬁ“‘

g’

W Azure
_ e Google Cloud Platform
rramazon
"7 webservices™

4
R4
R

R
L4
R4
R
R
&
&
&
R4

i T, Access
EAL Control
Bo0D

PacnpegeneHHoe npeanpusaTue
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CONTRAIL SD-BRANCH: YMPABJIEHUE CAUTAMMU

 CSO e All Tenants
Sites / Site Management / Create Site
@ g
Create Site
%]
GENERAL TOPOLOGY
=]
SDWAN
&
B MPLS

WAN Link WAN_0

©

LAN

SRX 220

< Add Devices

Internet
WAN Link WAN_1

EX 150 Change device

General

RJ-45 Ports

o K

Port

ge-0/0/0
ge-0/0/1
ge-0/0/2
ge-0/0/3
ge-0/0/4
ge-0/0/5
ge-0/0/6
ge-0/0/7

ge-0/0/8

Configuration

oo
oo

EE

Q

Port Mapping

SFP Ports

R

Role

Voice

VolP

Access Point
Access Point
Access Point
Printer
Printer

PoE

Management

& Administrator s

SFP+ Ports

?
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IKCINYATALUNA N MOHUTOPUHT

Resources / Devices SenTenant v ‘ £ @ (o ?

Site Management SI M08080204 @

Site Templates

Devices EX2300-24P y CPU 1 Memory _ Storage o} Fan | 45°C @ LEDs @ Power | AdionsV

OcobeHHOoCTU

Device Templates
Ethernet Ports SFP ports Empty PIC

Images
Site Groups

]
* [laHenb cocToAaHUS i

KOMMYTaTOpPOB

* BusyanbHbIn
MOHUTOPUHI

OVERVIEW CONFIGURATION TEMPLATE PORTS

Port Link Status Recent Alarms Details
C O CTOﬂ H M ﬂ Period: Showall v Serlal Number SIM08080204
o @ critical (0) Major (8) Minor (2) System Uptime N/A
ychOMCTBa, mﬁn SR Site Name EX2300-24P
i u:
. @ UP (% M ment IP N/A
COCTOSIHUA U 3arpy3Ku - "
Device Template EX_Single_Pre_Staged NonZTP
rl o pTO B ’ V LA N 9 No Data Available Teak S
Operational Status Up

noJib3oBaTesien U

Management Status PROVISIONED

Last Updated Aug 23, 2019, 30553 PM More Details Last refreshed Aug 23, 2019, 3:07.23 PM View All Alarms Last refreshed Aug 23, 2019, 3.07:23 PM
CNCTEMbI B LEJIOM
Resource Utilization Current System Users
[MpenmMyLlecTBa il [T

* EavHble npouecchbl 1
cMCTeMa 3KcnyaTaumum
KOMMYTaTOpOB

Switch

Monitoring

‘ Last rofroshed Aug 23, 2019, 3.0723 PM | [ Last refieshed Aug 23, 2019, 3.07:23 PM Mo Dests. |
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SKCINAYATALNA N MOHUTOPUHT

-
g
-
oc
.
Site Management
Site Templates
Devices Last refreshed Aug 23, 2019, 3:08.53 PM Last refreshed Aug 23, 2010, 3.08:53 PM More Detals
Device Templates
PoE Top Ports By Input Bandwidth Top Ports By Output Bandwidth
Images
& Period: 1hour v
Site Groups ) e R — P |
Mesh Tags e e ) k=
/ | ) S = i
/ e e} ===
/ . r -
,/ l
/ e I
Last refreshed Aug 23, 2019, 3:08.53 PM Last refreshed Aug 23, 2010, 3.08:53 PM Last refreshed Aug 23, 2010, 3.08:53 PM
Top Ports With Input Errors Top Ports With Output Errors Top Ports With Input Packet Loss Top Ports With Output Packet Loss
4 4 " 4
————
] 4 e 4
— ——
s [e— S | gc-0/0/0 ;3 4
O— ———= E—r
D — —— E——— EEm—
— — E— —
Last refreshed Aug 23, 2018, 3:08.53 PM Last refreshed Aug 23, 2010, 3.08:54 PM Last refreshed Aug 23, 2010, 3.08:54 PM Last refreshed Aug 23, 2010, 3.08.54 PM
Licenses Physical Box Storage .

Name Description Time Pushed

Data is not available

Monitoring

Juniper
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MHTEIPUPOBAHHBIE CPEOCTBA MOHUTOPUHI A WIFI MIST

OcobeHHOoCTH

* O630p ycTponcTts MISP AP
B CSO

* ABTOMaTMYecKas NpuBsI3Ka
AP K cantam

* becloBHbIN MOHUTOPUHI
Mist AP yepe3 CSO

[MTpenmyLlecTBa

* Eannasa cuctema gns
NMPOBOAHOMN U
6ecnpoBOAHOMN CETU

Statistics

o o

Permeanenty

Santa Cla

Campbe

Clents i | 7
e N . .

2% DNS Lstency

05 version

0.3.14978
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NOJINTUKN AYTEHTUDOUKALUNIN HA TTIOPTAX KOMMYTATOPOB

OcobeHHoCTH S
f— S Port

e RADIUS Server Authentication
R Settins - Method (802.1x,

Mac-RADIUS)

» Hactponka RADIUS
cepBepa

* KoHdurypaumusa npodpuns
ayTeEHTUPUKaALUMN Ha
nopTtax (802.1x, MAC-
Radius)

[MpenmMyLLecTBa

* OTKpbITas U CTaHAApTHas
nHterpaumsa ¢ NAC
cMcTeMamu

 MaccoBoe npuMeHeHue
NOJINTUK

© 2019 Juniper Networks



YCTPOWCTBA PELLIEHWNSA SD-LAN

@ @ @

CSO 5.0 Q4 2019 Bavxanwee byayuiee

EX2300 EX4300 EX4600
EX2300 MP 2L EX4300 MP EX4650 EX9250 EX9200
Pacnipesienenme / 3Apo

®ukcnpoBaHHbie bl MopaybHble 6J10KM NUTaHUSA 10/40GbE 100/40/10GbE MopaynbHas

Multigigabit Multigigabit / PoE++ 10/25/100GbE 100/40/10GbE nnatdopma
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OYHKUMOHAJI NGFW B CSO

YnpassieHue YnpasseHue
v MOHUTOPUHI OT4yeTHOCTDb
yCTpOMCTBaMU NONIMTUKaAMMU

« ZTP * Firewall Policy  Event Viewer * Security Reports
« Configuration « UTM Policy * Firewall Events * Log Report
« Zones * NAT Policy Web Filtering « Bandwidth Report
« Physical/Logical « SSL Proxy Events « ANR Report
Interfaces e User EW * |PSec VPN Events «  Threat Map
* Routing Instance . Address/Address Groups * Content Filtering
* License push « Service/Service Events

« S/W upgrade Groups/Protocols * Antispam Events
 Antivirus Events
« IPS Events

 Device Events

* App Signature download * Application/
Application Groups

© 2019 Juniper Networks Juniper
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NOAOEP>XKA IPS - CS50 5.0.2

Configuration / IPS / IPS Profiles STU_UNIFIED_Uptions v | &3

rrewall Client-And-Server-Protection / Rules 1

Firew:
Sched E
Defau
S Signature
Unified 1 ‘
atic Group
NAT .
IPS CUSt0m|PSI'0fI|e / RUIES Total Rules 1
IPS Pr

IPS Si; More ~ l Create vl Q Y'

SD-WAN Rule Name IPS Signatures IPS Action Addition:  EXeMPtRule oy
Shared ( @

> CustomIPSrofile_1 SIGS APP_QT-SERVER_D... Recommended Not Configured -
Deployn IPS
Network
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JInueHsmnposaHme SD-WAN
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KNACCUDPUKALMNA YCTPOUCTB B CSO

CPE/Spoke

Class A (<250 Mbps SD-WAN?)

SRX3XX Services Gateways w/ JSE
SRX300; SRX320; SRX340; SRX345

Network Services Platforms w/ ADV

NFX150-C-S1;NFX150-C-S1-AE/AA;NFX150-C-

S1E-AE/AA;NFX150-S1;NFX150-S1E

VSRX (2VCPU) w/ ASECB

Enterprise Hub
(Gateway)

Class B (<1Gbps SD-WAN*)

Services Gateways w/ JSE
SRX1500 (CSO 5.0.x Onwards)

Class B (<1Gbps SD-WAN¥)

Network Services Platforms /ADV
NFX250-LS1, NFX250-51; NFX250-S1E;
NFX250-S2;

SRX550M Services Gateway w/JSE
VvSRX (5 VCPU) w/ASECB)

Class C (>1Gbps SD-WAN*)

Services Gateways w/ JSE
SRX4100 and SRX4200

Provider Hub

(Cloud Hub)

Class B (<1Gbps SD-WAN¥)

Services Gateways w/ JSB
SRX1500

Class C (>1Gbps SD-WAN¥)
SRX Services gateways w/ JSB
SRX4100 and SRX4200

MX Routers w/ MS-MPC/MS-MIC
MX80
MX104
MX240
MC480
MX960

VSRX (7/19VCPU) w/ STD

CSO SKU He orpaHu4uBaloT noJsiocy nponyckaHmMu. 3Ha4eHus Npons3BOAUTE/IbHOCTU AaHbl UCK/IIOHYUTENILHO KaK pedepeHCHble 3Ha4YeHUs

© 2019 Juniper Networks
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JTMUEH3NPOBAHUNE ®YHKUMNOHAJIA KOHTPOJIJIEPA CSO SD-WAN/LAN

Standard License (A/B/C Advanced License  Standard License (D

Feature

Class) (A/B/C Class) Class)

Single WAN link - Managed CPE Yes Yes

Hybrid WAN - Dual WAN links (Active / Backup) Yes Yes N/A

Zero Touch Provisioning for CPE devices Yes Yes N/A

Firewall/NAT/User FW Yes Yes N/A

Security Event Logs/ Reporting Yes Yes N/A

Authentication for VPNs Yes(PSK) Yes (PKI Certificate) N/A

Yes N/A

SD-WAN - Up to 4 WAN links (Active / Active) Yes N/A
@ APBR/APPQoE/ SLA based dynamic path selection No Yes N/A
§ Dual CPE No Yes N/A
3 Hub Multi-Homing No Yes N/A

Bandwidth Optimized SLA (RPM) No Yes N/A

Real time Optimized SLA (AppQoE) No Yes N/A

Full Mesh / Dynamic VPN No Yes N/A

Network Segmentation (Departments) No Yes N/A

Internet ZScaler Breakout No Yes N/A

A\ oud End poin

Switch Management

LAN Monitoring

Mist Wifi Integration
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TECTUPOBAHWE SD-WAN/LAN/SECURITY

«  HauuHas c 6 aBrycta 2019 nossuaack https://www.juniper.net/us/en/forms/contrail-sdwan-free-trial/

BO3MOYKHOCTb MOJy4mnTh trial Ha ocHoBe .
Saa$S Bepcumn KoHTponnepa CSO TVQ’M(\:JOUd'Managed Contrail SD-

* YcTtponctBa Hub/Spoke: Sign Up Now
o o S RX As your business changes and grows, managing new and evolving
BU I:)Tya-rI bHbIN V branch, campus, and WAN sites can be a monumental challenge. First Name *
« nemo-obopyaoBaHue SRX, EX, NFX, Mist AP With Contrail SD-WAN, you can extend the intelligence, agility, and

security of the cloud across your network end to end.

Last Name *

Email Address *
* Simplify operations and converge multiple services onto a single platform.

« Automate your overlay and underlay, wired and wireless, networks. Phone (ex. 5551234567) *

* Apply consistent WAN routing and security policies to all your branches, Select Country/Region *

campuses, data centers, and clouds.

Company *

Welcome to CSO 5.0.2

Manage your network, easily and efficiently with these key features

Experience cloud-managed Contrail SD-WAN firsthand. Sign up

now to be among the first to access the free trial when it's available. By clicking Submit; Fagree to the use o rsonal information in

accordance with Juniper's 0 nde d and acknowledge

o . o
E‘ < 5+ (i i that my information ] ting activities and
= - .

. = other purposes, and may nsferred for processing.outside my country
e = s O
=

o | of residence, where standdards of data protection may be different.

CUSTOM APPLICATION SD-WAN AWS CLOUD SWITCH PORT LTE MPIM FOR SRX AS SD-
SIGNATURE SPOKE OPERATIONAL WAN CPE Bt
Support advanced SD-WAN policy- Support to provision cloud spoke IMPROVEMENTS LTE Mini-Physical Interface Module mit
based routing with a custom sites in AWS for SO-WAN. e st veuatestion and support for SRX XX used 35 a SO-
applcation signature. enhanced part level moritoring, WAN CPE

Go to Dashboard Review Settings Hide this on next login

https://contrail-juniper.net/
© 2019 Juniper Networks Juniper
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https://www.juniper.net/us/en/forms/contrail-sdwan-free-trial/
https://contrail-juniper.net/dashboard/

PE3YJIbTATbl HESABUCUMOI' O TECTUPOBAHUNA EANTC

Test Highlights =CANTC

= Zero Touch Provisioning supported for sites

using CPE/uCPE via GUI or REST AP
> CSO managed 10,021 simulated SD-WAN e

spoke sites

"’;é"
SRX4100
-

-> Failover implemented for active-passive dual

Hub

> Advanced UTM security features, content and E—
web filtering, verified
@ Traffic Generator/Emulator Internet WAN Hub Site i Branch Site
. . . . . EANTC Ind dent Test Report
= Application Forwarding verified for non-SLA Universol CPE MPLS WAN ih.m e e e p
CPE — Physicallink (@G P (] Core Device uniper Contrail SD- olution
s —a” Generator September 2018

based application flows

-> Verified failover mechanisms triggered by
application-level SLA violations along with

"EANTE= uniPer
APBR and AppQoE capabilities JUNIPE

> Application visibility and SLA performance
monitoring performed as expected

Juniper
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