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What Most People Think of IoT

▪ Trash bin posts to Facebook

▪ Connected egg tray

▪ WiFi connected beer home brewing 

kit

▪ Spectator worn sports jersey that 

vibrates

▪ Connected “piggy” bank with 

mobile app

▪ ICPooch - Dog treat dispenser with 

video chat

▪ Dog fitness tracker

▪ Connected “doggie” door



“Internet of Things, it’s not just putting RFID tags on 
some dumb thing. It’s about embedding intelligence 

so things become smarter and do more than they 
were proposed to do.”

Nicholas Negroponte, 2014
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How big is the trend?

Business Cross-Industry

Business Vertical Specific

Consumer

2017

12 863

7 038
5 244

2018 2020

8.4B
TOTAL

11.2B
TOTAL

20.4B
TOTAL
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CYBER-PHYSICALCLOUDINFRASTRUCTUREEMBEDDED

Private

CASB

Public IaaS

SaaS

Services

SDN

Agile

Segmentation

SD - WANVisibility Management

In the New Ecosytems
Where are the Things?

V

4742 Billion ₽*

by 2023 + 19.62% YoY

https://www.reuters.com/brandfeatures/venture-capital/article?id=44972
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Where is the data coming from?

IT

OT
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What for?

54%

49%

48%

47%

45%

41%

40%

33%

32%

1%

Better Process Efficiency

An improved customer experience

Better organization-wide collaboration

Improved agility

Reduced costs

Better customer satisfaction

Faster time to market

Employee engagement

Improved competitiveness

No Benefit

*Wi-Sun 2017
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How Mature?
is their Strategy

51%

36%

10%

3%

Fully Implemented

Partially Implemented

Under review and needs funding

Are/will developing a plan

*Wi-Sun 2017
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Challenges

Security Cost Management
Commitment

Benefits unclear ROI

Wi-Sun 2017



“Security by design is a mandatory prerequisite to 
securing the IoT macrocosm, the Dyn (Mirai) 

attack was just a practice run.”

James Scott, Sr. Fellow, 
Institute for Critical Infrastructure Technology



© Fortinet Inc. All Rights Reserved. 13© Fortinet Inc. All Rights Reserved. 13

There is ONE IoT Security Solution…

неправильно
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Rule #1:  Start with the Device

Network

SSL/IPSec
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3G/4G/5G
LTE-M
NB-IoT

wiSUN
Sigfox
LoRa

IoT Platforms/
Edge Computing

Rule #2:  Secure Connectivity
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More IoT traffic than the phones
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*Source:  Statistica 2018
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#3

#2

IoT

Network

(3G/4G/Other)

Rule 3:  Enforce your Security Strategy to IoT Traffic

#5

#4

Cloud

Managed IoT

Internet
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IoT
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Internet

Enterprise

Network
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Rule #3 Apply Security as Close as Possible to the Device
Turn the edge into a platforms for Distributed Security

Edge is Best 

to Secure IoT

Where is you IoT Data Analyzed?                                                             

In owned /leased data centers

Where Data is Generated

With a 3rd service provider

On the Device itself 15,6

20,9

30,6

66,6
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Rule # 4:  The Holy Trinity of IoT Protection

Your attack surface changes with every attached device

LEARN

Trusted or Not

SEGMENT

Apply a Policy

PROTECT

Everything
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Digital Innovation Is Creating Increased Risk and Disruption
Infrastructure to support digital changing rapidly

EXPANDING
ATTACK SURFACE

ADVANCED THREATS 
USING AI & ML

ECO-SYSTEM 
COMPLEXITY

Too many 
vendor 
solutions  

Compliance
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Security-driven Networking Protects 
The Entire Digital Infrastructure

Open Ecosystem

Network
Security

Network Security 

Device, Access, and 

Application Security

Multi-Cloud Security

Network
Operations

Security Operations

Multi-Cloud
Security

Endpoint/Device
Protection

Secure
Access

Application
Security

Fabric
APIs

Fabric
Connectors

Security
Operations

INTEGRATED
AI-driven breach prevention across 

devices, networks, and applications

AUTOMATED
Operations, orchestration, 

and response

BROAD
Visibility of the entire 

digital attack surface
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Increased Learning Granularity 

FortiNAC
Network Access Control • Identify and profile all endpoints, IoT

devices, users, & applications 

• Segmentation based on endpoint 

characteristics and behavior 

• Continuous risk assessment and 

automated responses for dynamic 

network control across 3rd party devices

Watching Every Node on the Network
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NAC for the Fortinet Security Fabric
FortiNAC Integrates With

▪ Network - FortiGate

▪ Management & Analytics - FortiSIEM

▪ Secure Access -FortiSwitch

▪ Secure Access - FortiAP

▪ Secure Access - FortiWLC

Network
Security

Network
Operations

Multi-Cloud
Security

Endpoint/Device
Protection

Secure
Access

Application
Security

Fabric
APIs

Fabric
Connectors

Security
Operations
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Where is IoT Heading – Gartner 2018



“We tend to overestimate the effect of a 
technology in the short run and 

underestimate the effect in the long run”.

“Amara’s Law”
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